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What is servicing

Windows as a service was introduced with the release of Windows 10.  It seems that every time a product is released 'as a service' people get excited.  Disaster Recovery as a service.  Beer as a service.  But what does it mean?
There are a few concepts that we need to learn regarding Windows as a service.
Feature Updates – These are released twice per year around March and September to coincide with Office and ConfigMgr releases.  For example: Windows 10 1511, 1607, 1703.  These add new features to the operating system.  In the past we would have to wait for a service pack or an entirely new operating system to be delivered to meet the business needs.	Comment by Ami Casto: Niehaus did an event this past week and stated that it will officially be twice per year, March and September (and that Office and ConfigMgr are following suit)	Comment by Matthew Teegarden: I'll put 'around March and Sept...
Quality Updates - These are released at least monthly and are cumulative.  When people ask me if they need to apply last month’s cumulative update before this months I tell them to look up the word cumulative!  As the name implies, these updates grow bigger each month.  The updates include both security fixes and non-security fixes.  (Note:  If you have Windows 10 1607 CU April 2017 or Windows 1703 you can deliver what are called express updates.  These are just the differentials from the last cumulative update.   
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/manage-express-installation-files-for-windows-10-updates
 
Insider Preview – These are builds that are not production ready.  They give systems administrators a chance to preview and test in their environment. You should have a small subset of your computers in the preview ring, and if you can get a small group of users outside of IT to join the fun on a secondary PC, it would be helpful. You should have a small subset of your computers in the preview ring, and if you can get a small group of users outside of IT to join the fun on a secondary PC, it would be helpful.	Comment by Ami Casto: Should we demo how to join preview?	Comment by Matthew Teegarden: Yes

Service Branches – These allow organizations to choose when to deploy the newest features of the newest build.  The newest build will be called CB or Current Branch.  You might want to deploy this build to your testing area and your IT Department and a few candidates from other business units on secondary machines.  Next is CBB or Current Branch for Business.  A CB build will turn into CBB after four months.  For example:  Windows 1703 is the CB as of March 2017.  Around July of 2017 Windows 1703 will be CBB.  Basically CB + 4months = CBB.  Then there is LTSB – Long Term Service Branch.  This is used to provide support for critical machines that can't upgrade to CB or CBB anytime soon.



Microsoft will support the CB builds for exactly 18 months after they are released

The release cadence is this:
Engineering Builds – 1,000's of machines
Microsoft Internal Validation – 100,00's of machines
Microsoft Insider Preview – 1,000,000's of machines
The above process repeats for six months.  At that time it is released as Current Branch
After four months of Current Branch it is then declared as CBB.
Rinse and repeat.
There will always be two builds that are CBB.  Example: 
· 1507 went through insider preview and entered CB in July 2015.
· 1511 CB was released a bit after 1507 entered CBB
· 1607 CB was ready for CBB in November 0f 2016.  That starts the countdown for 1507 60 day grace period.
Jason Sandys MVP has a great post about what CB and CBB are:
http://home.configmgrftw.com/windows-10-servicing-configmgr-confusion/


· 
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Still not getting it?

CB = Current Branch
CBB = Current Branch for Business
CBBJOVLTCVCBB = Current Branch for Business Just One Version Lower Than Current Version Current Branch for Business
NMPFTV = No More Patches For This Version
m = months
WWCBB = What Was Current Branch for Business
v = version

CB + 4m = CBB
CBB - 1v = CBBJOVLTCVCBB
CBB - 2v = WWCBB
WWCBB + 4m = NMPFTV

But wait...there's more!  Microsoft is changing the name from Current Branch to Semi-Annual Branch.

Monthly Channel = CB
Semi-Annual Channel = CBB

So, our new formulas look like this:

MC + 4m = SAC
SAC -1v = SACJOVLTCVSAC
SAC- 2v = WWSAC
WWSAC + 4m = NMPFTV









Why?

Did you enjoy troubleshooting Windows 7 patches and trying to figure out what patches to install and what patches to not install?  Most organizations took a selective approach to software updates.  This could result in newer updates not working since Microsoft tests all of their updates on a fully patched machine.  Think of disk fragmentation.  An optimized disk doesn’t have any fragmentation.  That would be similar to a fully patched machine.

With Windows as a Service Microsoft is ensuring that you can stay up to date with the latest features and security updates while maintaining consistency and reliability.



More reading:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-quick-start


Much more reading:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview

Don't like reading?
https://channel9.msdn.com/events/speakers/Michael-Niehaus






http://aka.ms/W10-1703-resourceshttp://aka.ms/W10-1703-resources

https://techcommunity.microsoft.com/t5/Windows-as-a-service-AMA/Confused-about-Semi-Annual-Channel-Pilot-and-Semi-Annual-Channel/m-p/67179#M59









Initial Setup

Make sure you have checked ‘Upgrades’ in the Software Update Point Component Properties in SCCM.  If you are running Server 2012 R2 you will need a hotfix.  The hotfix is listed in a prompt when you select Upgrades.  If you’re using Server 2016, you still get this prompt, but you can safely ignore it.


You can check the success of the upgrades synchronization by looking in SCCM > Software Library > Windows 10 Servicing > All Windows 10 Updates
[image: ]

If this node is empty you will want to start troubleshooting by looking at the Wsyncmgr.log file.  Troubleshooting is beyond the scope of this document.
Create Target Collection(s)

In this document we will be upgrading to the latest Windows 10 branch which is 1703607.
Create a collection called “Windows 10 - Upgrade to CB” with the following WQL statement:  
select SMS_R_SYSTEM.ResourceID,SMS_R_SYSTEM.ResourceType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM.SMSUniqueIdentifier,SMS_R_SYSTEM.ResourceDomainORWorkgroup,SMS_R_SYSTEM.Client from SMS_R_System where SMS_R_System.OperatingSystemNameandVersion like= "Microsoft Windows NT Workstation 10.0%" and SMS_R_System.Build < != "10.0.1506314393"

You may want to create another collection for the current branch machines called “Windows 10 – CB” with the following WQL statement
select SMS_R_SYSTEM.ResourceID,SMS_R_SYSTEM.ResourceType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM.SMSUniqueIdentifier,SMS_R_SYSTEM.ResourceDomainORWorkgroup,SMS_R_SYSTEM.Client from SMS_R_System where SMS_R_System.OperatingSystemNameandVersion like= "Microsoft Windows NT Workstation 10.0%" and SMS_R_System.Build = "10.0.1506314393"

As you can see, these collections can be adjusted for the next Windows 10 branch release quite easily. 
Here is a link to the Windows 10 build numbers:  
https://technet.microsoft.com/en-us/windows/release-info.aspx 



Upgrading to Current Branch

SCCM provides us with two different ways to deploy the latest Windows 10 branch.  One is through the Servicing Plans type deployment.  The other is deployment via Task Sequence.  We will look at both ways below.


Windows 10 Servicing

In the SCCM console go to Software Library and expand Windows 10 Servicing.  
Right click Servicing Plans and select Create Servicing Plan
	Provide a name for the Servicing Plan
	[image: ] 

	Provide a target collection.
	

	Select the deployment ring that applies to you.  


Select the property filters for the deployment.  In my case, I’ll deploy to both Windows 10 Enterprise and Windows 10 Pro.
For the title I selected:  
Feature update to Windows 10 Pro, version 1607, en-us
Feature update to Windows 10 Enterprise, version 1607, en-us

	Configure a schedule for the deployment
In this example the deployment is made available right away and will become mandatory in six months.
[image: ]
	
	


	Configure the end user experience
[image: ]
	
	


Create or select a deployment package
	

Finish creating the plan.  During this time the updates will be downloaded.
In this example we will upgrade a Windows 10 1511 machine to 1607 using SCCM Servicing.  Deploying the update via servicing puts the deployment in the Updates node in the Software Center




Here used to be is the maddening thing about Windows 10 Servicing via SCCMConfigMgr prior to ConfigMgr 1702.  Let’s see what happens if we just select the Feature Update to Windows 10 Pro, version 1607, en-us.  When we do this, we are brought to a different screen.




Now, let’s select Install…and…..  Ooh sweet Jesus….look at that message!  “When you install a new operating system, all the existing data on your computer will be removed.”  This is not a very good message for your end users!!  Those who read it will panic and hit the cancel button and perhaps call the service desk.  The message is incorrect.  All we are doing is upgrading the operating system and that is all that will happen when “install operating system” is clicked..  





Now would be a good time to introduce you to ConfigMgr UserVoice.  https://configurationmanager.uservoice.com  You can vote or submit requests for chagnes in ConfigMgr.  As a result, we now have a MUCH better dialog box (see below) due to this:  
https://configurationmanager.uservoice.com/forums/300492-ideas/suggestions/8469997-make-all-dialogs-shown-to-the-end-user-customizabl


In ConfigMgr 1702 the message is so much nice.  Perhaps, it is even shinny:
[image: ]
Let’s hit cancel and try something else.  For reference, we are back to this screen now:

This time, let’s select the Install All button on the top right.
Notice that we didn’t get that horrible message this time!  That is the kind of consistency that drives me mad!!


So, back to that message.  It won’t appear if the user clicks “Install All”, but it will appear if the user selects the update and then selects install.  So, they have a 50/50 chance of seeing that message.  Those are the same odds as the lottery.  (you either win or you lose.  50/50!!)



Task Sequence

The other way to deploy the latest Windows 10 branch is to use a task sequence.  The big benefit of this method is that you can add other items to the sequence, such as a cumulative updates, pre-flight checks, drivers, and custom messages so that when the machine is done upgrading to the latest branch it is good to go!
Copy your Windows 10 media to a folder.  In SCCM go to Software Library > Operating Systems.  Right click on Operating System Upgrade Package and point to the directory where you copied the Windows 10 media.  Distribute to your DP’s
We will also want to create a package for the latest Cumulative Updates.   that have come out since the release of the Windows 10 media you copied.  Go to this link and find the latest CU.  https://support.microsoft.com/en-us/help/4000825/windows-10-update-history

For Windows 10 1607:
As of this writing the latest CU is KB4015217KB3206632.  But, for Windows 10 1607 there is a Service Stack update released that needs to be applied first.  Be sure to read the requirements for the KB articles!  If you look at KB3206632 you will see that there is a prerequisite of KB3199986.Download KB3206632  
Start with the Servicing stack KB3199986
and create a new package.  I like to put the link to the CU’s into the package comments.  Also, I put the KB article under version.  You will need to update this package once a month with the latest CUif another Servicing Stack update comes out.
[image: ][image: ]

The program will look like this:  wusa.exe windows10.0-kb3199986-x64_5d4678c30de2de2bd7475073b061d0b3b2e5c3be.msu /quiet /norestartwusa.exe AMD64-all-windows10.0-kb3206632-x64_b2e20b7e1aa65288007de21e88cd21c3ffb05110.msu /quiet /norestart
Note:  You will need to update the program with the latest CU each time you update the package.







Once you have created a package for the latest Windows 10 CU and perhaps a package for any CU perquisites you are ready to create the task sequenceNow it’s time to create the package for the latest Windows 10 1607 CU KB4015217
[image: ]
The program will look like this:  wusa.exe windows10.0-kb4015217-x64_60bfcc7b365f9ab40608e2fb96bc2be8229bc319.msu /quiet /norestart
Note:  You will need to update the program with the latest CU each time you update the package..
In SCCM navigate to Software Library > Operating Systems
Right click Task Sequences and select ‘Upgrade an Operating System from an Upgrade Package’
[image: ]

Provide a name.  I called mine “Upgrade to Windows 10 1607”
Select the Upgrade Package and Windows Edition if applicable
For the ‘Include Updates’ screen I select ‘Required for installation – mandatory updates’
Select any applications you want to install and finish the Task Sequence
Now, right click the Task Sequence and select Edit
Add the Windows 10 CU Servicing Stack and Cu packages  before the Install updates task.
Your Task Sequence should look something like this:
[image: ][image: ]

The next thing is to deploy the Task Sequence to a to the “Windows 10 – Upgrade to CB’ Ccollectionk
Your end users will be prompted that there is new software to install.  
In the Software Center they will select Operating Systems and then select the Task SequnceSequence you just deployed.
[image: ]
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Once the end user selects install they will receive the following messagePrior to ConfigMgr 1702 your users will see the following message once they click on install.
[image: ]

Again, this wording is completely wrong.  The existing data on the machine will remain intact.

Once you are at ConfigMgr 1702 your users will see this:
[image: ]

But, wait….there is more!!!  In ConfigMgr 1702 you can customize the message your end users receive during task sequences.
Open the properties of a task sequence and select the User Notification tab
[image: ]

This is how it will look for your end users:
[image: ]



Task Sequence Options

As you can see, Task Sequences offer a lot more flexibility than servicing.  There is much more that can be done.
Compatibility Scan



[image: ]

Pre Flight Check
 
There are several things to check for before upgrading the Operating System.  Below are a few, however, in every environment is different.  If the task sequence fails, investigate the failure and add a new check in the ‘pre flight’ check group to address the failure.

Some of the highlights of the Pre Flight check
· 
· Restart Computer - Is User Logged-Off
· Add a Restart Computer task with the following options
· If NONE of the conditions are true – WQL select __relpath from win32_process where caption = 'explorer.exe'
· Restart Computer - Is User Logged-On
· Add a Restart Computer task with the following options
· WQL select __relpath from win32_process where caption = 'explorer.exe'
· Set Pre-Flight Check Variable
· Add a Set Task Sequence Variable step
· Task Sequence Variable:  PreFlightCheckGlobal
· Value:  PASSED

· Check to see if the machine is connected to a wired network
· Create a new folder called ‘Check if connected to wired network’
· Options:  Task Sequence Variable PreFlightCheck equals PASSED
· Add a Set Task Sequence variable with the following properties and options.  

[image: ]


· WMI Query
· Namespace:  Root\CIMV2
· WQL:  Select * from Win32_NetworkAdapter WHERE NetConnectionId like '%Ethernet%' AND AdapterType LIKE '%ethernet%' AND NetConnectionStatus=2 and NOT Name like '%virtual%'
· Add a Set Task Sequence variable with the following
· Properties
· Task Sequence Variable Name:  PreFlightCheckIsOnWired
· Value:  FAILED
· Options
· Variable IsOnWired exists
· Variable IsOnWired not equals TRUE
· Add a Set Task Sequence variable with the following
· Properties
· Task Sequence Variable Name:  PreFlightCheck
· Value:  FAILED
                             
· Checks to see if USB drives are connected
· Create a new folder called ‘Check if USB drive is connected to computer’
· Options:  Task Sequence Variable PreFlightCheck equals PASSED
· Add a Set Task Sequence variable with the following properties and options.  

[image: ]


· WMI Query
· Namespace:  Root\CIMV2
· WQL:  Select * from Win32_DiskDrive WHERE MediaType='External Hard Disk Media'
· Add a Set Task Sequence variable with the following
· Properties
· Task Sequence Variable Name:  PreFlightCheckIsUSBDriveAttached
· Value:  FAILED
· Options
· Variable IsUSBDriveAttached exists
· Variable IsUSBDriveAttached equals TRUE
· Add a Set Task Sequence variable with the following
· Properties
· Task Sequence Variable Name:  PreFlightCheck
· Value:  FAILED
· Checks to see if computer is running on battery
· Create a new folder called ‘Check if computer is running on battery’
· Options:  Task Sequence Variable PreFlightCheck equals PASSED
· Options:  WMI Query:  Select * from Win32_Battery where Batterystatus > 0
· Add a Set Task Sequence variable with the following properties and options.  
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· WMI Query
· Namespace:  Root\WMI
· WQL:  Select * from BatteryStatus where PowerOnline = 'False'
· Add a Set Task Sequence variable with the following
· Properties
· Task Sequence Variable Name:  PreFlightCheckIsOnBattery 
· Value:  FAILED
· Options
· Variable IsOnBattery exists
· Variable IsOnBattery equals TRUE
· Add a Set Task Sequence variable with the following
· Properties
· Task Sequence Variable Name:  PreFlightCheck
· Value:  FAILED

In the Check Readiness or Upgrade the Operating System steps make sure to put a condition that the PreFlightCheck = Passed.
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Troubleshooting
Your best bet for success in troubleshooting is understanding both how the process works, and where to look when things go wrong.
Windows Servicing Troubleshooting

Here’s an example of the Scan process and logs to check
Client SW Update Scan Process/Issues
1. The client sends a WSUS Location Request to the management point 
2. Scan agent requests the scan and WUAHandler initiates the scan 
3. Windows Update Agent (WUA) starts the scan against the WSUS computer 
4. WUAHandler receives results from Windows Update Agent and marks the scan as complete 
5. WUAHandler parses the scan results 
6. Update Store records the status and raises a state message for each update in WMI 
7. State messages are sent to the management point
Logs for this step:
Scanagent.log
LocationServices.log
CCMMessaging.log
MP_Location.log
WUAHandler.log
WindowsUpdate.log
UpdateStore.log
StateMessage.log

Logs to check
Server Side
	
	

	SUPSetup.log
	WCM.log

	WUSSyncXML.log
	objreplmgr.log

	ruleengine.log
	WSUSCtrl.log

	PatchDownloader.log
	wsyncmgr.log

	WUSSyncXML.log
	MP_Location.log



Client Side


	
	

	ScanAgent.log
	LocationServices.log

	CCMMessaging.log
	WindowsUpdate.log

	WUAHandler.log
	UpdatesStore.log

	StateMessage.log
	PolicyEvaluator.log

	RebootCoordinator.log
	UpdatesHandler.log

	ServiceWindowManager.log
	UpdatesDeployment.log

	SmsWusHandler.log
	ccmperf.log



Questions about these log files can be answered by going to this link:
https://docs.microsoft.com/en-us/sccm/core/plan-design/hierarchy/log-files






ROOT\CCM\SoftwareUpdates\UpdatesStore





























Here’s a troubleshooter that you can walk through if you’re using the Servicing (non-task sequence) approach.  It’s the same as troubleshooting software updates.
https://support.microsoft.com/en-us/help/10680/software-update-management-troubleshooting-in-configuration-manager


As you can see, the troubleshooting for Servicing is pretty much the same as for Software Updates.

Task Sequence Troubleshooting

If you’re doing Task Sequence model, you’ll check your task sequence log files the same way that you would for OS Deployment, however you can get information about what went wrong during setup by checking the following directories on the client:
$Windows.~BT\Sources\Panther\setupact.log
$Windows.~BT\Sources\Rollback\setupact.log
Windows\Panther\Unattend\GC
Windows\Panther
Why setup logs to these locations, details about each step, and reading the logs/error codes are beyond the scope of this session.  Just know that what you get from task sequence logs may not be enough to determine what went wrong and how to fix it.
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